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AN363612 - Transparentné Sifrovanie disku

Tato prirucka popisuje nastavenie a prevadzku systému transparentného Sifrovania obsahu disku
(on-the-fly encryption, OTFE) administratorom. Tu uvedeny postup je platny pre nastavenie
aplikacie TrueCrypt ¥. Obdobné nastavenie je mozné pouzit' pre podobné aplikacie, napriklad
FreeOTFE /.

1 Charakteristika

«  Hardvérovy bezpe¢nostny modul GNT USB Token " od spolo¢nosti Softldea je mozné
pouzit’ ako ulozisko kIi¢ovych suborov (keyfiles) v aplikaciach pre transparentné Sifrovanie
disku, napriklad TrueCrypt.

- KTucové stibory st ulozené v chranenej pamiti Tokenu a pristup k nim je podmieneny
znalost'ou hesla uzivatel'a Tokenu (UPW)

2 Systémové poziadavky
«  Operacny systém: Microsoft Windows XP, Vista, 7, 8.
«  GNT USB Token
- Nastroj administratora Ginit »
- Rozhranie SIPKCS ¥/

3 Inicializacia Tokenu

Pomocou néstroja Ginit inicializujte token uzivatel'a pre rozhranie SIPKCS. V poli PIN1 nastavte

heslo UPW.
Banazo =[] x]
File Operation Help
~lssue ~Infao
(" Custom Taken D I 0x00001237 Firmware version 32128
& PKCS#11 . I_
Praduction state I issued otz aig) [3aie v
PKCS#11 enabled yes
| lssue | ‘ Unissue ‘ Gettoken info
~ Configuration
FIN  R3A slots' atfributes
AN Slotindex IW b
PINZ
APW [™ | exporiakle ¥ | EIN1 acsessible
ShowPiNg [ ¥ importatle [~ FINZ accessible
r expartable during Allowed operations
Mew. nurmber of wrang loging allowed |0 generation anky [V | enc/decryption
- User memary ¥ generatable ¥ | sinnature gen. fverification
¥ | erasable ¥ [wrapping funwrapping
FSA slots 17
WENT size 9155 Bytes  MEM area access rights
Read 2 v I free
MEM? size 16909 Bytes MEMindex |1 = r ] r
Wiite [T FINZ ¥ BN [~ free
MEM3 size 16 Bytes
Total 35328 Bwtes
of availzhle 35326 Bytes Laad canfiguration | | Save canfiguration ‘ | Clear configuration
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4 Priklad: Sifrovanie disku aplikaciou TrueCrypt
4.1 Zvol'te rozhranie SIPKCS

T TrueCrypt o ] 29
Volumes System Favorites Tools | Settings Help Homepage
Language...
Drive | Volume S cryption algorithm | Type | :l
| - Hot Keys...
M i
@y System Encryption...
“’O.: System Favorite Volumes...
=p:
“Q: Performance...
R
. Default Keyfiles...
) Security Tokens...
'
T Preferences...
X
Y
-7 =
Create Volume | Yolume Properties... | Wipe Cache |
—Volume
I -] Select Hle... |
Never save histol
[N L) Volume Tools... | Select Device... |
Mount Auto-Mount Devices Dismount All Exit
TrueCrypt - Security Token Preferences il
—PKCS #11 Library Path
I C:\Windows\System32\sipkcs.dll Select Library... |

Auto-Detect Library

In order to allow TrueCrypt to access a security token or smart card, you need to install a
PKCS #11 software library for the token or smart card first. Such a library may be supplied
with the device or it may be available for download from the website of the vendor or
other third parties.

After you install the library, you can either select it manually by clicking 'Select Library' or
you can let TrueCrypt find and select it automatically by clicking 'Auto-Detect Library' (only
the Windows system directory will be searched).

—Security Options

[¢" Close token session (log out) after a volume is successfully mounted

OK | Cancel
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AN363612 - Transparentné Sifrovanie disku

Oznacte pole ,,Close token session...“ v Casti ,,Security Options®.

4.2 Vygenerujte kl'u€¢ovy subor a ulozte ho do¢asne na disk

T TrueCrypt - | O |£|
Volumes System Favorites | Tools Settings Help Homepage
Benchmark...

Drive | Volume ncryption algorithm T -
o | Tect Vectore... ryption alg | Type | ]
oy .

@N Traveler Disk Setup...
c;,o': Volume Creation Wizard
=Pp:
“Q: Keyfile Generator
e R- Manage Security Token Keyfiles...
=T Close All Security Token Sessions
U
= Backup Volume Header...
W Restore Volume Header...
N
=-y: Refresh Drive Letters
G Z: —
Clear Volume History |
Wipe Cached Passwords
Create Volume Yolume Properties... | Wipe Cache |
—Volume
| ~| Select File... |

[ Never save history |

Volume Tools... Select Device... |

Mount Auto-Mount Devices Dismount All Exit
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TrueCrypt - Keyfile Generator ﬁl

IMPORTANT: Move your mouse as randomly as possible within
this window. The longer you move it, the better. This significantly Close |
increases the cryptographic strength of the keyfile.

Mixing PRF: |SHA-512 Ll [¥" Display pool content

—Current Pool Content

Cl 2D 74 F4 E3 &1 15 9E F9 00 70 83 4C 97 AF BF 3R EC &4 DC
D3 4A F7 04 64 B1 F5 5B 1E C9 60 11 EA 54 B2 34 DD 8E 85 C7
75 A5 97 B8 A0 53 31 65 7F OA 4C 6B D1 DC 18 B4 BB 0OC 3C 3C
DE BE 8D 59 6E D4 EB F3 F9 51 E1 EE 40 &5 76 95 18 3D 19 &4
253 73 AC 84 1D BF 1B 22 6A 8C 1A 5D CD 1E 11 C3 B® A1 07 BA
10 8B SC A5 13 77 32 CD F5 33 2F D1 41 AB E7 68 Eé 76 4F 45
38 1F 0D 12 FD CC 75 05 47 84 7E EE €8 BA 06 5A DS 04 8BS 82
C3 21 27 &0 1a 3F 31 EF 98 EC 63 F8 2F 84 74 D3 94 8C 88 CB
C4 CB E2 D3 A0 21 CD 11 FA D3 5E F7 C2 58 B5 C2 BB FD E8 5F
1c 57 F7 49 DD 5B A7 F9 D2 DY 43 36 BD EB 18 D1 40 10 2D 7D
9C 1c B3 79 19 E8 3B 4D F8 BE 3B 48 E2 A4 3F CE C8 E6 8A FF
6E S5E FF 2F DD BD BE 24 DB C1 36 R4 &1 2C S5 F5 86 A8 2B 90
D2 13 SR 26 17 B8F 46 87 €2 CC OE AB 7B E3 2F 75 41 12 &F ER
33 73 AD KO 47 27 57 F7 71C 8F 46 C2 A9 E2 84 91 CD CD 21 06
AC 54 5B 23 R4 CE TA 4D 3A F7 88 77 5A C0 2C E5 8B 4D 08 0D
3F BC DF 2F 8F C9 58 B3 A0 1D C3 14 50 B5 D5 59 BA FE CF A8

‘ Generate and Save Keyfile... |

Zvol'te lokalitu pre ulozenie docasného suboru.

TrueCrypt il

'0' Keyfile has been successfully created.

Potvrd’te informéciu a zatvorte okno ,,Keyfile generator*.

&P Sortlpea

6 AN363612



AN363612 - Transparentné Sifrovanie disku

4.3 Ulozte kl'u€ovy subor na Token

T TrueCrypt _|— _||:| il
Volumes System Favorites | Tools Settings Help Homepage
Benchmark...

Drive | Volume ncryption algorithm T -
|- | Test Vectors... e . | ype | —l
S
QL’I Traveler Disk Setup...

@0 Volume Creation Wizard

“p:

“Q: Keyfile Generator

SeR- Manage Security Token Keyfiles...
T Close All Security Token Sessions

“U:

R 'H Backup Volume Header-..

W Restore Volume Header...

I —
“y: Refresh Drive Letters
w7 —

Clear Volume History —
Wipe Cached Passwords
Create Volume | Yolume Properties. .. | Wime Cache |
—Volume
| ~| Select File... |
Never save histo
LN - Volume Tools... | Select Device... |
Mount Auto-Mount Devices Dismount All Exit

Vlozte heslo UPW:

Security token password/PIN required ll
Enter password/PIN for token 'GNT 1270": 0K |
|| Cancel |
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x

Slot | Token name | File name | OK |
Cancel |

Export.,. Delefe Import Keyfile to Token...

Zvolte ,,Jmport Keyfile to Token...*.

Zvol'te docasny subor ulozeny v predchadzajiicom kroku (4.2).

New Security Token Keyfile Properties il

Security token: |[9] GNT 1270 ~|

Keyfile name: ItE-kf

Podrla potreby upravte ,,Keyfile name*.

Potvrd’te vlastnosti kI'i¢ového suboru vytvaraného na Tokene.
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KTIacovy subor bol uspesne ulozeny v chranenej paméti Tokenu:

Security Token Keyfiles

Slot | Token name | File name | 0K |
9 GNT 1270 te-kf
Export.,. Delefe | ‘ Import Keyfile to Token...

Cancel |

x|

Bezpecne odstrante docasny subor ulozeny v kroku (4.2).

Zatvorte okno ,,Security Token Keyfiles®.

4.4 Zvol'te prednastaveny klu¢ovy subor

T TrueCrypt _ ol x|
Volumes System Favorites Tools | Settings Help Homepage
Language...
Drive | Volume B cryption algorithm | Type | ;l
TR Hot Keys...
M -
@y System Encryption...
“‘*O.: System Favorite Volumes...
= p:
“Q: Performance...
R i
. Default Keyfiles...
- Security Tokens...
=V
(o Preferences...
X
Sy
Gy 7
Create Volume | Yolume Properties. .. | Wime Cache |
—Volume
| ~| Select File... |
Never save histo
LN - Volume Tools... | Select Device... |
(3 _
il Mount Auto-Mount Devices Dismount All Exit
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x

Keyfile | oK |
Cancel |

WARNING: If you
lose a keyfile or if
any bit of its first
1024 kilobytes
changes, it will be
impossible to
mount volumes
that use the
keyfilel

Add Files... Add Path... Add Token Files... Eemoyve Remove Al

Any kind of file (for example, .mp3, .jpg, .zip, .avi) may be used as a TrueCrypt keyfile. Note that
TrueCrypt never modifies the keyfile contents. You can select more than one keyfile (the order does
not matter). If you add a folder, all non-hidden files found in it will be used as keyfiles. Click 'Add
Token Files' to select keyfiles stored on security tokens or smart cards (or to import keyfiles to security
tokens or smart cards).

More information on keyfiles Generate Random Keyfile...

Oznacte pole ,,Use keyfiles®.
Zvol'te ,,Add Token Files*.

Select Security Token Keyfiles ll

Slot | Token name | File name | OK |

GNT 1270

Cancel |

€P sol

Export... Delete Import Keyfile to Token...
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Oznacte kl'uCovy subor a potvrd’te (OK).
Prednastaveny kl'aiCovy stibor je zvoleny:

x

Keyfile | OK |
token://slot/9/file/tc-kf
Cancel |

WARNING: If you
lose a keyfile or if
any bit of its first
1024 kilobytes
changes, it will be
impossible to
mount volumes
that use the
keyfilel

Add Files... Add Path... | ‘Add Token Files... | Remoye Remove All

Any kind of file (for example, .mp3, .jpg, .zip, .avi) may be used as a TrueCrypt keyfile. Note that
TrueCrypt never modifies the keyfile contents. You can select more than one keyfile (the order does
not matter). If you add a folder, all non-hidden files found in it will be used as keyfiles. Click 'Add
Token Files' to select keyfiles stored on security tokens or smart cards (or to import keyfiles to security
tokens or smart cards).

v~ Use keyfiles More information on keyfiles Generate Random Keyfile...

Poznamka: Volba prednastaveného kluc¢ového suboru v aplikacii TrueCrypt zahrnia USB
slot, v ktorom je Token zasunuty. Pre korektné pouzitie daného kluc¢ového suboru
budete musiet’ Token vzdy zasunut’ do toho istého USB slotu.

Potvrd’te (OK).

TrueCrypt ll

N WARNING: If default keyfiles are set and enabled, volumes that
— are not using these keyfiles will be impossible to mount.
Therefore, after you enable default keyfiles, keep in mind to
uncheck the 'Use keyfiles' checkbox (below a password input
field) whenever mounting such volumes.

Are you sure you want to save the selected keyfiles/paths as
default?
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Potvrd’te varovanie (Yes).

4.5 Vytvorte novu jednotku
T TrueCrypt o x|

Volumes System Favorites Tools Settings Help Homepage

Select File... |
Select Device...

Create New Volume...

Resume Interrupted Process

3 |

5ize| Encryption algorithm | Type | ;l

Mount Volume
Mount Volume with Options
Auto-Mount All Device-Hosted Volumes

Dismount: Yolume
Dismount All Mounted Volumes

Change Volume Password...

[«

Add/Remove Keyfiles to/from Volume...
Remove All Keyfiles from Volume...
Set Header Key Derivation Algorithm...
e et folume Properties, ., | Wire Cache |
—Volume
| ~| Select File... |
Never save histo
LB i Volume Tools... | Select Device... |
Mount Auto-Mount Devices Dismount All Exit
T TrueCrypt Volume Creation Wizard [l 3

TrueCrypt Volume Creation Wizard

® (Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.

More information

" Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external drive
(e.g. a flash drive). Optionally, creates a hidden volume.

" Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.

More information about system encryption

Help | < Bk | Next > | Cancel
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Poznamka: Vol'bu ,,Encrypt the system patrtition...” nieje mozné pouzit' v kombinacii s

klacovym suborom uloZzenym na Tokene.

Podrla potreby zvol'te parametre novo vytvaranej jednotky v nasledujucich oknach.

V okne ,,Volume password* oznacte vol'bu ,,Use keyfiles*

T TrueCrypt Volume Creation Wizard - | D'll

Volume Password

Password: I

Confirm: I

Keyfiles...

[ Display password

It is very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and special characters, such as @ ~ = § * + etc.
We recommend choosing a password consisting of more than 20
characters (the longer, the better). The maximum possible length is 64

characters.

Help < Back | Next > | Cancel

Zvolte tlacidlo ,,Keyfiles*.

V nasledujicom okne oznacte kI'i€ovy stibor na Tokene.

x

[ Keyfile | oK |
T " Cancel |

WARNING: If you
lose a keyfile or if
any bit of its first
1024 kilobytes
changes, it will be
impossible to
mount volumes
that use the
keyfile!

Add Files... Add Path... Add Token Files... Remove Remove All

Any kind of file (for example, .mp3, .jpg, .zip, .avi) may be used as a TrueCrypt keyfile. Note that
- TrueCrypt never modifies the keyfile contents. You can select more than one keyfile (the order does
@ Gc ot matter). If you add a folder, all non-hidden files found in it will be used as keyfiles. Click 'Add
o Token Files' to select keyfiles stored on security tokens or smart cards (or to import keyfiles to security
tokens or smart cards).

¥ Use keyfiles More information on keyfiles Generate Random Keyfile...
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Potvrd’te vol'bu (OK):

Zvolte tlacidlo ,,Next“ v okne ,,Volume password* .

Po vyzve vlozte UPW Tokenu:

Security token password/PIN required ll
Enter password/PIN for token 'GNT 1270": oK |

I ************|

Cancel |

Dokoncite vytvorenie jednotky.

4.6 Uvedenie Sifrovaného disku do prevadzky

Zvol'te umiestnenie disku:

T TrueCrypt

Volumes System Favorites Tools Settings Help

0 [ b

Homepage

Drive | WVolume

| Size| Encryption algorithm | Type

2l

|

[«]

Create Volume

Volume

Yolume Properties... | Wipe Cache

[ Never save history

~| [ Select File...

Volume Tools... | Select Device...

Mount

Auto-Mount Devices

Dismount All Exit

Zvol'te tlacidlo ,,Mount®.
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Security token password/PIN required ll
Enter password/PIN for token 'GNT 126b': oK |
|| Cancel |

Vlozte heslo a potvrd'te (OK).
Disk je pripraveny na pouZitie:

151

Volumes System Favorites Tools Settings Help Homepage

Drive | Volume | Size| Encryption algorithm | Type | :l
|

“*X: D:\tmp\tc\a.a 127 MB AES Normal

Create Volume | Volume Properties... | Wipe Cache |

—Volume

Bl Selectile.. |

[ Never save history

Volume Tools... | Select Device... |

Dismount Auto-Mount Devices Dismount All Exit

V priklade na obrazku vyssSie bol uvedeny do prevadzky Sifrovany disk ,,X*. ZaSifrované tdaje
disku ,,X* st1 ulozené ako subor ,,a.a“.
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